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Ό♣ Ώ╘ἵתּ ≢‡Ѥ ╪Ḉ͔╔, ╥ᴮ, ̰Ḣ, ⁄Ў
ḓ͙תּ ᾔ͙ḙᾎἒ╙– ᾎ ̆ ▓ѻ. Ӱּת ͙
ḙᾎἒ╘♩♩җṓ◌ ̆תּ Ἄᴛ⁷˺ӊ⁄ӻג, ‡
ᵙ ╪ἪṒΌ╥ҀἛ╘͙ ͕ὡ♠╖ᴛ җ↨җ‡ᴎ√
ѻ. OWASP Top 10⁄Ϯ₮▓Ѥẋ̪♠Ѿὣ▓̆תּ Ṓ
ΌᶷⱠө╘җ╪Ữ ῷἌѤ Όӈѻ.

Top 10 ᴛⱡ ╥ ᶜ Ѥʺ◑ַא⅝ ᶙʺּת─ ⅝
ἵ⁄ֹוᶔ ͙̕╙ᾏṊ ‡ ᵙ ╪Ἢ ṒΌ⁄ҍ ╩
ᾌ╙ Ữ Ѥҥ▓ѻ. Top 10 ᴛⱡ Ѥᵤ╘ Ἄ ,ר
♠, , ͎ᴝ MITRE, PCI DSS, DISA, FTC Ӯ)͙̕ױ⁴̆
ᵤ╘͙̕)ө╙ ⱳ ѻ. ╪ḴOWASP Top 10 Ḥ ╘
‡ ᵙ ╪ἪṒΌ─ ⁄Ἓ⅝אַ╥ ҍ ╬ᾏ╙ Ữᾎ
₣ṕ ᴛⱡ 8Цʼ╥˺̓╪ѻ. OWASP Top 10╘

2003Ц ╛ḛʼ ἵ͋ᶛ‰ҥ╪ ᴛ 2004Ц ̓
2007Ц ╙ᵣө‴̆, ╪Ḵ╪2010Ц ╪ѻ.

Top 10╙╪↔ ‡ ᵙ ╪ἪṒΌ╙ᾎ▬ ̾͝◑
ѻ. ̩ḛ▫Ѥѻᵐⱳֹו╥ᾒὡ⁄ἌḤ∂ὡ▓̆, ˿₅ֿב
╘͙‰╥ἵ ≢‡ ‡ ᵙ ╪Ἢ ˌḛ⁄ҍ ─ ╙
‡֒˭̕ᵙ ‒ Ѥּת⁄ҍ ̆ᴎᵑᾎ▬ ‒ ѻ.

‡╘Ϯ, Top 10ױ͎ ᵙ ╪Ἢ ṒΌ ᴛ͎ע╪ῷѱѻ.
 ╖ᴛ, OWASPѤ ⱳֹו╪Ό♣ ӹ╪ʺѫ ҵᴜ
ᴐ, ר, ͎ᴝ ̆ ╥ ҍᵑ ᵞ ̾̆͝ ѻ. 
ױ͎ ҍ─⁄ˌḛ, ʕּתּ┬ ,שṒὡ♥ ⁄ṒΌ╙
‒ ѻ. ̕ᴝ ▫Ѥ ‡ ᵙ ╪Ἢ ṒΌ̓̕ᴐ ẋ↔

̓─ ╙̕ᵙ ͙─ ╪₮ˉ╘ ҿ╖ᴛỸἛӈҥ
╪ ᵑỢ↔ ὡ▓ѻ. 

OWASP Top 10╪‡ ᵙ ╪Ἢ ṒΌЯᴏ⁄ҵ∑╪Ӈ
͝ ᵬ ѻ. ֿפᶷ, ╥˸, ῷ╪Ӱ‡ʺ ▓ѻᶔ, ̩̑ ♠╖ᴛ
ѤOWASP-TopTen@lists.owasp.org╖ᴛ, ẋ̑ˌ♠╖ᴛѤ
dave.wichers@owasp.org╖ᴛ, OWASP⁄ ᶷ╥ Ѥ˦╙
ᵬἒ╪ּתᵦ͙ḕחѱѻ.

http://www.owasp.org/index.php/Top_10

OWASP› Ҋ ⁭

ᵻᵖᵣ

₡ ⌠ ‡ ᵙ ╪Ἢ ṒΌ ᴛⱡ (OWASP)Ѥ ̑ˌ
᷾ѱ ᴛ ͙̕╪ ᾐᴧ ὡ ▓Ѥ ‡ ᵙ ╪Ἢ╙ ˌḛ, 
תּ┬ ,░̯ ὡ ▓ҵᴜ ̑ ̆ ▓ѻ. OWASP⁄ἌѤ
ῷמ ᶛӧ ˦ө╙ ̎ˉ♅╓ᴘ ᶱừ Ⱡ̑ ѱѻ.

Å‡ ᵙ ╪Ἢ ṒΌ ̓ ר
Å‡ ᵙ ╪Ἢ ṒΌ ᾅ , Ό♣ ӥ ˌḛ, ṒΌ
ӥ ˤ ₮ ̕ᴐӈ ₰Ṉ Ἄ♠ө
Å ר ṒΌ Ⱡ₮ ᵙөױẄ╪ג
Å♣ Ἕ́ Ṩөתּ
Å ᾐ ⁷̯ ˺̓
Å♣ Ἕ́ ̛Ḹ─ ᾅ׳
Åᶉ▀ᵠ ᵙᾅ
Å╪Ω Ϯᵾּת. www.owasp.org ⁄Ἄ ᶛӎ ╙ ὡ ▓ѻ.

‡ ᵙ ╪Ἢ ṒΌ Ữ⁄ ̕ᾔ ▓Ѥ ᶛӧ ╪⁄˭
OWASP╥ , ᶷἌ, ᴀ, ּתṨ⁄ ҍ ᶛӧ ˦╘ ᶴᴮ╪
̆ ⁸ᴎ ▓ѻ. OWASPѤ Ợז, ᴛἝᾅ, ͎ᵙ̆ ͙ὥ╥
ᶷⱠᴛᾬ ‡ ᵙ ╪Ἢ ṒΌ⁄ ҍ ♪͐╙ תּתּ ѻ. 
‡ ᵙ ╪Ἢ ṒΌ⁄ ҍ ʺ◑ ̓♠╬ ♪͐╘ ױ╪
ᶛӧ ṨṪ⁄Ἄ╥ Ữ╪ ⅝̯Ӈ͙ ԅᶷ╪ѻ.

OWASPѤ Ựᴛ⇔ ╥ ⱳֹו╪ѻ. ₅ᵙ♠  ᴏ╖ᴛṨ
╥ ▫┬ʺ ‡ ᵙ ╪Ἢ ṒΌ⁄ ҍ ̑♬ ̆, ᾒֿפ
♠╪̆, ẋ↔ ═♠╬ ♬Ṓᵑ Ⱡ̑ ὡ ▓˭ ѻ. 
OWASPѤ ◄ ῼᴎֿב Ữ‰♠ ṒΌ ͙ὥ╥ Ợ↔╙ ∟תּ
⁄ҵ Ṭ̯ ̆, ‡Ԏ ͙ὥ ͙‰̓ҵ ⁷́Ӈ‡ תּ▓ Ώ
ѻ. ᵤ╘ ₡ ἵᾅ ἵ ≢‡ ᴛⱡ ₮ ᵡ  ,ᴛתּʺ
OWASPҵ ‰̓ ̑ˌ Ḣᾏ╖ᴛ תּʺױ⁴ ▫ᴮᵑ ᵣӧ
ѻ.

OWASP ◓Ѿ╘ ᴛⱡ ╥ ◑͙♠ Ἓ̑╙ Ṓ◑ ͙ ─
ẋ₅ᵙ͙̯╪ѻ. OWASP ╥ , ͒ᴛḶ ─∟ Ṩתּ ,

ҍ , ᴛⱡ ᵙҗ₮ ᴛⱡ ∟╙ ⁴, 
OWASP⁄ ⁴ Ѥ ˞╥ ᶛӧ Ṫө╘ ▫∟ ṚỢ▫╪ѻ. 
↕ᵙѤ Ṓⱳ͔̓ ╬ ᵑג ḕ ╖ᴛ ͙♠╬ ṒΌ ⁷̯
ᵑ ∟תּ ѻ.

↕ᵙ₮ Ζ ͙ ḕהѻ!

♄□̻ Ḑ ׇ╧Ἔᾂ
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ḱ⁮› ⁭ ᾍד ̃ᵞ→ᾍ ṧӦ

S

ᾎ ᵙ ᾅ(SecurityPlus)Ѥױ 2004Ц4∩2▀, 
æṒΌ͎╪Ữ╥Ἕ́ᴛçגѤ ᴆ╪ּנᵑ ˇ̆Л╪
ḲṒΌ ᷾ѱ ᴛᾎ▬ ѻ. 2010Ц6∩28▀ ◓Л
╪Ḳ ∟ὡ 2r 5 4ḥ2ᾕ8ᶘ╥ ∟ὡᵑṒ┬
̆▓╖ᶒ, 2009Ц8∩6▀╬ Сᾎ ᵙ ᾅᴛױ
җД╘ἝỮ╖ᴛϮῷ˅ѻ.

ᾎ ᵙ ᾅѤױ ̰ϿΩѻ‚ ₡ ᷾ѱ , ṒΌ̕
ᴐ͙̓̕ , ͎ᴝ ̆ᵤ╘ṒΌ Ợө̓╥ ᷾ѱ
╪Ἢ╙ ̰ϿṒΌ Ữ⁄ᵤ╘̑ ╙ ̆▓ѻ. ṕ
᷾ѱ ⁄Ἄ╥ל⅝ ҿ╘ῷמ₮ˉѻ.

Å̰ϿΩṒΌҿ ̰̓Ͽ ˿Ữи╘─ ╪₉ỮӇѤ
ṒΌ –♩♣
Å̰ϿΩṒΌ͙ὥ▫ᴮὡ︡ḓ̑┬
Å Ωַא⅝ṒΌṒ̆Ἄ(SANS Top 20, OWASP Top 10 
Ӯ) ͒Ḵ⁵ḓ̑┬
Å ̆ ᵣ ṒΌ ḛˌ⁷̯ר
Å ᾐIT ͙ὥḛ♣⁄ӻᵐṒΌ̕ᴐ⁷̯
ÅʻꜙṒΌ תּ ,ר , ̋╪ӥג╬ ⁷̯ḓṒ͕
Åˌ╬╙ ʻ͙̓̕ Ợ⁄ҍ ṒΌ▫ᶷ ҿ
Åˌ╬╙ ̰ϿṒΌ⁷̯ʺ, ⁷̯͙̕⁄ҍ ⁷̯
ҿּת∟ḓ ᷾ѱ ╪Ἢ ⁷́

ᾎ ᵙ ᾅѤױ ̰ϿΩṒΌ⁄̕ᾔ▓Ѥᶛӧ╪⁄˭
⁸ᴎ▓Ѥ₡ ᷾ѱ ╪ᶒ, ᾎ ᵙ ╥ᾅױ ᶛӧ
ҿ╘▫ḛ♠╬ ᷾ѱ ∟╥▫∟ṚỢ⁄ ░‡╪ᴼ
Ɑѻ. 

ᾎ ᵙ ᾅѤױ  ╖ᴛҵ̰ϿṒΌὡר Ữ⁄ּתἶ
♠╬͙⁴ᵑ ͙─ ѻ‚ Ḣḹ╖ᴛ♬Ṓ₮͙ὥ̑
┬, ▫ᶷ̓ʺ╪ӥᵑᶴỮ╖ᴛ Ⱡ̑ ˦╪ᶒ, ̰ϿΩ
᷾ѱ ᾔ╪ӇҵᴜЯᴏאַ╥ ˦╪ѻ.

̕ᾔ▓Ѥᵤ╘Ṫө╥ ⁴ᵑ͙ѻᵛѻ!

ᾋ ᵖ ᾂש
(SecurityPlus) › Ҋ ⁭

ᾋ ᵖ ᾂ›Ҋש ⁭

͔Ḵ OWASP Top 10 2010 ͒ Ḵ⁵⁄ ⁴ ᾐל
ᵤ╘ ṪөΖ ╪ ▫ᵙᵑ Ẏ‡ ˁỢ╥ ᵦῦ ӥᵞѱѻ.

ᶀ♇, OWASP Top 10 2010 ͒ Ḵ⁵╥ ͙ ᵑ ╪ᴶ, 
OWASP Top 10 2010 RC 1╥ ͒ Ḵ⁵╙ ὡ ̆, 
҉ ▫ᴮᵑ ṕ Ḵ⁵⁄ ̆ ὡ ▓ҵᴜ ד ᾐל ̰
╬ Сֿב ∟(Korea Internet & Security Agency) ́̕
▫ ṪΖױ⁴ ͤ╘ ˁỢ╥ ᵦῦ ӥᵞѱѻ.

Ḵ⁵⁄ ⁴ ᾐל ̆ᵡ↕ᾐ Ṫө:

ÅḴ⁵ ᴛⱡ ̕ᵙ▫ ḓ ὡἍ ˁὡ
Ḗ ͐ ◑
(Hyungkeun Park, CISSP/CISA/CGEIT, IBM Korea)

ÅḴ⁵ ⁴ (ʇʊʍ ὣ▐.)
̯ ר (Hyungjoo Koo, CISSP/CISA/SIS, SDS)
ḖỮ₅ (Sangyoung Park, SIS, STG Security)
Ḣ Ḥ (Hyunbae Bang, SIS, Ahnlab)
ᾔỮ┼ (Shim SangYun, CISSP/SIS, A3 Security)
↕ (Woohyun Ha, CCNP/SCJP, WatchI System)
┼ҿ (Dongcheol Yun, Kyunghee University)
╪↔ἐ (Yongseon Lee, Ajou University)
◑Ἕֿב (Sejin Jang, SCJP/LPIC, KISA)
ⱳḊ◓ (Johnny Cho, CISSP/CISA, Penta Security)
Ṛ (Bong-chul Choi, Nowcom )

ῷ∂ױ, ṕ Ḵ⁵⁄ ▓‡ ↔‡╥ ἐ ╪Ϯ ▫⁷ᾅ׳ Ḵ⁵
╪ Ӈҵᴜ ᵤ╘ ⱳ…̓ ῷ╪Ӱ‡ᵑ Ⱡ̑ ᾐל ᵤ╘ ᾎ
ᵙ ᾅױ ᷾ѱ ∟ ṪөΖ ѻᾎ Ḵ ˁỢ╥
ᵦῦ ӥᵞѱѻ. 

ṕ Ḵ⁵⁄ ҍ ╥ᶷ Ợ ╪Ϯ Ḵ⁵⁄ ҍ ₡ᵆ ḓ җ
Ϯ╘ Ḵ⁵⁄ ҍ ╥˸╪ ▓╙ ᾎ⁄Ѥ …Ⱡӧּת
helpdesk@securityplus.or.krᴛ ᶉ▀ ᾎ͙ל ḕחѱѻ.

ṕ Ḵ⁵╙ ̰Ͽ ṒΌ ὡר Ữ⁄ ҍ ͙⁴₮ Ζ
ṒΌ╙ ᾎ▬ ᴎ̆ Ѥ Ṫө, ˌḛ▫, ṒΌ ᾒᶴ▫, ˁỢ
╙ב₅ֿ˿ ,▫ ᶛӧ ṪөΖ ҵ∑ Ӈᾎ͝ ḕחѱѻ.
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2003Ц OWASP Top 10╙ ᾎ▬ ╪ ᴛⱡ ᵑ ╪Ϟ
‡ ̆ל ‰ҥ╪ Aspect Security₮ ל ♇▫╬ jeff 
Williams₮ Dave WichersΖ ˁỢ╥ ᵦῦ ӥᵛѻ.

2010 ‰ҥ╪ ⁄ –♩ ụ ҥ╪ ᵑ Ⱡ̑ ר ῷמ
Ѿ ⁄ҵ ˁỢ╥ ᵦῦ ӥᵛѻ.

ÅAspect Security
ÅMITREŕCVE
ÅSofttek
ÅWhiteHat Security Inc. ŕ ́ ▫ᴮө

֞ Top 10 ‰ҥ╪ ⁄ ⅝אַ Ͽ↔╪Ϯ ˤ ᵑ ר
ῷמ ṪөΖҵ ˁỢ╥ ╬Ợᵑ ӥᵛѻ.

ÅMike Boberski (Booz Allen Hamilton)
ÅJuan Carlos Calderon (Softtek)
ÅMichael Coates (Aspect Security)
ÅJeremiah Grossman (WhiteHat Security Inc.)
ÅJim Manico (ᶛӧ Top 10 ᾅ )
ÅPaul Petefish (Solutionary Inc.)
ÅEric Sheridan (Aspect Security)
ÅNeil Smithline (OneSTopAppSecurity.com)
ÅAndrew van der Stock
ÅColin Watson (Watson Hall, Ltd.)
ÅOWASP ҧᵡ Ṩתּ (ҍ : Ulf Munkedal)
ÅOWASP ᾅ≢ҧ Ṩתּ (ҍ : John Wilander)

ʾở╢ ͏

10ˉ›Ἁ ᶀ קּ ᵞׇ. OWASP ̩ ḛ▫ ʺ╪ӥ⁄Ἄ б╥
ḕ₮ ˉ╪ ♣ ⌠ ‡ ᵙ ╪Ἢ ṒΌ⁄ ₅ ╙ Ѥל

╪ώѤ ЎᶴϮ ᵤѻ. Top 10╘ ₡ѥϳ ⌠ ‡ ᵙ ╪Ἢ
╙ ˌḛ Ѥ ᶛӧ ╪ᵑ ─ ὡ ᶷἌѻ. ּתϱ OWASP 
Top 10 Ḥ ҍ ‰ҥ╪ OWASP ᾅ ʺ╪
ӥ₮ OWASP ӥ ˤ ʺ╪ӥ⁄ ⌠ ‡ ᵙ ╪Ἢ Ͽ⁄
Ἄ –♩╙ ̓♠╖ᴛ Ѥ Ḣḹ╪ ▓ѻ.

Ϛ▄╧‮ Ṇ ׇ. Top 10╘ ́ἶ ḕϕѻ. ᾔּת‡ ‡
ᵙ ╪Ἢ ӥ⁄ Ѿ ҵת ṉ˿ תּ Ώ җגҵ, ╪Ḉ
╪♣⁄ ‡Ѣ ы̯ҵ Ỹʻ תּ ᶣ Қ –♩╪ ▓╙ ὡ
▓ѻ. ʺ♠╬ Ͽ↔╘ Top 10╥ ϥ⁄ ŗ̩ ḛ▫, ˤ ▫, 
ⱳֹו╙ ─ ѻ╛ Ѿ́Ř⁄ ҍ ⱳ…╙ ˤ .ג

͔♩♅╓ᴘ ỵʸ ׇ. ╪Ṫױ⁴ –♩ ͙ᵑ ͎ᵣӎ̆
ˆᴏ ‡ ᵙ ╪Ἢ ṒΌ Ⱡ╥ ̯ ╙ ẋר ԅ, 
OWASPѤ ⱳֹ̓ו ‡ ᵙ ╪Ἢ ˤ ▫⁄˭ ᶴ″╙
╬ ‒ ᵑתּ ΌϿ ‡ ᵙ ╪Ἢ ṒΌ ˤּש ר
(ASVS)ŋ Ⱡ▬ ₵ѻ.

╖ ᶕ ˪ ở↑ ׇ. ṒΌ –♩╘ Ữ҉ ṓ◌
̆ ụҗḈ ˉ╘ ӥ⁄ ᶸ Ḳᵜ ὡ ▓ѻ. ᾒֿפ♠╬ ᶛ
ӧ ˿↕⁄ ▓‡, ♣ᶷʺө╪ ꜜ╘ ╙ ╪↔ –♩╙
̆ Ⱡ˞ Ѥ ˦╪ ẋ↔ ═♠╬ ♪͐╪ѻ.

ᾍ♅╓ᴘ שּ ׇ: Ό♣ ⌠ ‡ ᵙ ╪Ἢ╘ ṒΌ
ἵ ≢‡ ˌḛ Ỹᶘ͙ל(SDLC)ŋ Ợ↔ ԅᵣ ʺѫ
ѻ. Ό♣ SDLCŋ ̯ ͙ ─ תּ ╘ ͐ OWASP 
CLASP ᴛⱡ ╥ ⅝ל ‰ҥ╪ ╬ ₡ ἵ ≢‡ Ṓ
שּ Ἓὢҵ ᶛҨ(SAMM)╙ Ḥ ѻ.

ở╢ד

OWASP Top 10 2010╙ Ζ Ѥ ᶛӧ Ṫ╙ ₅ ѻ! ╪Ḵ ⅝אַ ‰ҥ╪ Ѥ 10ʷּק ʷ◌ ⅔שׂ ≥ „ ᵖ ╧ἧ
ṏῶ ⌐ Ӧ⁄ ҍ ⸗җ ʼ˺ ̆, ─ ⁄ ♩╙ ᵭ ▬Ἓ ѻ. OWASP Top 10╘ Ữ ─ ⁄ ҍ ῼᴎ₵ּתᵣ, 
╪Ḵ ‰ҥ╪ Ѥ ╪♣ ⁄ ẋ Ṓѻ ╪ ͙ ὺ˭ ᵣө‴ѻ. ֞ Ṫױ⁴ ‡ ᵙ ╪Ἢ⁄ ҍ ╪ ─ ө╙ ʺ
Ѥ Ḣḹ⁄ ҍ ʺ ♬Ṓᵑ Ⱡ̑ ѻ.

╪Ḵ Top 10⁄ἌѤ Ⱡᾎ ʻ ᶜ⁄ ҍ ─ ⁄ ҍ Ṓ ♠╬ ᾔʻҵᵑ Ṫᵆ Ѥҥ Ợ↔ Ѥ ḛỸ ʺѫἛ̓ ˺̓
ᵑ б╥ ѻ. ͎ᵙ̆ ╪ ᶷἌѤ ╪Ṫױ⁴ ╪ ₅⁵⁄ ▓‡ ᶷⱠө╙ ˇ̆ ▓Ѥּת ╬ Ѥ Ḣḹ, ͎ ᶷⱠө╙ Ѥ Ḣ
ḹ, ᶙ תּʺ ˺ ₉ᵑ ẋᴡ ʺ ♬Ṓᵑ בֿʺ ᵠ ө╙ Ⱡᾎ ѻ.

OWASP Top 10╥ ⅝ל ᶜ♠╘ ʺ◑ ⅝אַ ⌠ ‡ ᵙ ╪Ἢ ṒΌ –♩╥ ⁄Ἓ⅝אַ ҍ ˌḛ▫, ἒ́▫, ῷ , 
˿₅▫ ͎ᵙ̆ ⱳֹו╙ ̪┴ Ѥ ҥ ▓ѻ. Top 10╘ ╪ и╘ ─ ᶷⱠ ₅⁵⁄ ҍ Ṓ Ѥ ͙ṕ♠╬ ͙ὥ╙ Ⱡ̑
ѻ. ŕ֞  ╖ᴛ Ϯῷʾ Ḣ ╙ Ⱡᾎ ѻ.

₂ở

ἉᶴI
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╬ С ‡ ᵙ ╪Ἢ⁄ ҍ ─ ˿╘ ϝ▐′╪ ṉ ѻ. ╪ױ ṉ ╥ ӈל ⅝╬╘ ♩♩ җ ṓ◌ Ѥתּ ᾎᾅ
Ỏᵣ ῷѱג Ựᴛ⇔ ͙ὥ╥ Ӯ◑̓ ̑˶▫⁄ ╥ ḛ♣╪ѻ. ṉ ⁄ Ӛ תּתּ Ώ͙ ─ ᴛ╖♠͙ל , OWASP Top 10
╙ ‰ҥ╪ ѻ. ╪Ḵ 2010 ⁄ἌѤ תּʺ3 ⅝אַ ṉ ʺ ▓‴ѻ:

1) Top 10╘ ř̋◑ ▀ḙ♠╬ –♩ Ữ─ Ś̋תּʺ10 ῷѳ ř̫◌ ⌐ ⌐ ừ⌐ 10ʷּקŚ╪ѻ. ỮἝ Ͽ↔╘ ῷמ ŗ‡
ᵙ ╪Ἢ ṒΌ ─ Ř ╪ּתᵑ ̆ .ג

2) ̕ᴐӈ –♩╥ ẍҵ ᵣ╖ᴛ ὣ─ᵑ ♬ Ѥ ˦⁄Ἄ ─ ╙ ʺ Ѥ ˦╖ᴛ ὣ─ ἐ♬ Ḣḹ╙ ṉ˿ ѻ. ╪ ˺̓
ῷמ ⁄Ἄ Ṗ ὡ ▓ӭ╪ Top 10╥ ὣἌ⁄ ₅ ╙ .ѻ‴ל

3) ᶜᴜ⁄Ἄ תּʺ2 ᶜ╙ Ựᴛ⇔ תּʺ2 ᶜ╖ᴛ ҍ ѻ:

+ ʺ: A6 ŕṒΌỮ ◄ᶣӈ ̯Ἓ. ╪ ᶷⱠѤ 2004Ц Top 10 ַא A10╪‴ѻ: Ό♣ תּ Ώ╘ ̯Ἓ ̕ᵙ, ἵ ≢‡
╪ώᴛ תּתּ˵⁴ Ώῷ 2007Ц⁄ ợⱠ ѻ. ͎ױϮ, ⱳֹו♠ ─ ̓ ụ╥ Ἕᴛ Ṗ ԅ Top 10⁄ ѻᾎ
ᵣ ʺ ʺ ▓‡ ṓ∟ ѻ.

+ ʺ: A10 ŕˤּשӇּת Ώ╘ ᵙѻ╪ᴇ ₮ √ӥ. ╪ ╪ώѤ Top 10⁄ ╛ Ӯ◑ ѻ. ẋ̪♠ ◄ ῼᴎּתּת Ώ╘
╪ ╪ώʺ Вᵙ ⱨ ▓̆ ᾔʻ ᵑ ḛỸᾎ ὡ ▓ѻѤ ʺ˞שּ ▓ѻ.

- ợⱠ: A3 ŕῸἛ ▀ ᾒ . ╪˦╘ ⁴♣ ױ⁴ ˿⁄Ἄ ҍאַ ᶷⱠ╪ѻ. ͎ױϮ, 2007Ц╥ ụ╘ ὡᵤ╘ PHP 
‡ ᵙ ╪Ἢ╪ ╪ ᶷⱠ♩╙ ˇ̆ ▓‴͙ ԅᶷ⁄ ̓◑Ӈ‴ѻ. ₡ѥϳ PHPѤ Ṓѻ Ό♣ ̯Ἓ╪ ͙ṕ╖ᴛ Ⱡ̑
Ӈ̆ ▓‡, ╪ ᶷⱠ╥ ụ╘ ϻῷּ̆ת ▓ѻ. 

- ợⱠ: A6 ŕ♬Ṓ ┬ ̓ Ṩ♠♥ ₡ᵆ ᵙ. ╪ ╪ώѤ ᵰ↕ Вᵙ בֿ ᶷⱠ♩╪ѻ. ͎ױϮ, ᾅ ♠̓ ₡ᵆ ᶉ
ᾎּת ♬Ṓ╥ Я ᴛ ╬ ₅ ╘ ҍ ᴛ ḈḈ ѻ. ₤ řṒΌỮ ◄ᶣӈ ̯ἛŚ╥ ʺ₮ Ζ ₡ᵆ ᵙ╥ ♠♥
̯Ἓ╘ ‡ ᵙ ╪Ἢ̓ ἌḲᵑ Ό♣ ˭ ̯Ἓ ͙ ─ ⅝אַ ṨṪ╪ѻ.

2007УҲᴘṥ 2010У› ᶱ ╧ Ṇ˼ӄ‰ѡʷ?

OWASP Top 10 Ř2007 (╧♆) OWASP Top 10 Ř2010 (ᾍ͈)

A2 ŕ╬ⱡἪ –♩ A1 ŕ╬ⱡἪ (Injection)

A1 ŕ ᴛᾅ Ợ╪ ᾅ ᵞ (XSS) A2 ŕ ᴛᾅ Ợ╪ ᾅ ᵞ (XSS)

A7 ŕ – שּ╬ ḓ ἝἪ ̕ᵙ A3 ŕ – ̓שּ╬ ἝἪ ̕ᵙ

A4 ŕṬΌ♣ ♪וֹ ˍ ⱳ A4 ŕΌ♣ תּ Ώ╘ ♪וֹ ˍ ⱳ

A5 ŕ ᴛᾅ Ợ╪ ⅝ ṉⱳ (CSRF) A5 ŕ ᴛᾅ Ợ╪ ⅝ ṉⱳ (CSRF)

<Top 10 2004 A10 ŕΌ♣ תּ Ώ╘ ̯Ἓ ̕ᵙ> A6 ŕṒΌỮ ◄ᶣӈ ̯Ἓ (ᾐ͋)

A8 ŕṬΌ♬   ♇◑ A7 ŕΌ♣ תּ Ώ╘   ♇◑

A10 ŕURL ♪ἶ Ⱡ ᾒ A8 ŕURL ♪͐ Ⱡ ᾒ

A9 ŕṬΌ♣ ᾐ A9 ŕṬ Ṫ ♣Ἶ ́ Ṓ

<Top 10 2007 ⁄ ′‴╛> A10ŕʕ תӇּשּ Ώ╘ ᵙѻ╪ᴇ ₮ √ӥ (ᾐ͋)

A3 ŕῸἛ ▀ ᾒ <Top 10 2010 ⁄Ἄ ợⱠ>

A6 ŕ♬Ṓ ┬ ̓ Ṩ♠♥ ₡ᵆ ᵙ <Top 10 2010 ⁄Ἄ ợⱠ>

ᵙᵖּכЬRN



„ ᵖ ╧ἧ ṏῶ ⌐ ╕ ᶱ ╩ʷ?
○◓♠╖ᴛ̑˶▫ѤẋּנѱᾅϮⱳֹו⁄ ᵑ͙ל─ ‡ ᵙ ╪Ἢ╙ ᵤ╘ѻ‚ ˿ᴛᵑỢ↔ ὡ▓ѻ. 
ױ╪ ʻʻ╥˿ᴛө╘ל╥ʺ ҉ ♬ҵᴛ Ṫ ҍאַ ὡҵ, ͎ ᴅּתΏ╙ὡҵ▓Ѥ─ ╖ᴛ ӈѻ.

ԅԅᴛ, ╪ױ ˿ᴛө╘ ˞Ϯ Ὸ↔ ͙ ὺ͙ҵ ̆, ԅᴛѤ ͏ ‡ᴓѻ. ┬Ợ ˭, ‒͙ӈ Ѥ ᶴᾎ ὡ ▓Ѥ
˦╖ᴛṨ ẋּנѱᾅ ▫ ᵑ ̢ ὡ ▓Ѥ תּͥ˦ ѻ‚ ѻ. ⱳֹו╥ ─ ╙ ˺♬ ͙ ─ ʻʻ╥ ─ ⅝╬, ̑˶
Ḣḹ, ͎ᵙ̆ ṒΌ –♩̓ ⁷̕ӈ ḛỸ ʺѫἛ╙ ʺ ὡ ▓ѻ. ͎ᵙ̆ ⱳֹו⁄ ҍ ͙ὥ♠╬ ͎ᵙ̆ ẋּנѱᾅ⁄
Ḉ Ѥ ₅ ⁄ ҍ ʺᵑ Ζ ˺ ὡ ▓ѻ. ╪ױ ⅝╬ө╘ Ζ ♣ ─ ╙ ˺♬ ѻ.

♣‏

̎˳

⌐
⅔╩

₂

ᶱ ╧ ϫ╢ ⌐ ╩ʷ?
OWASP Top 10 Ữ╥ ╪Ḵ ‰ҥ╪ Ѥ ⱳֹו╥ Д╘ ︡ ╙ ─ ʺ◑
ᾔʻ ─ ╙ ᾏṊ Ѥ ҥ אַ︡ ₄ѻ. ╪ױ ʻʻ╥ ─ ╙ ─ , 
OWASP ─ ʺ Ḣḹᴝ╙ ҍᴛ ѻ╛╥ ʼѾ ʺ ́ᵑ Ợ↔ ⁴
͙ὥ♠ ₅ ̓ ḛỸ ʺѫἛ⁄ ҍ ▀ḙ♠╬ ♬Ṓᵑ Ⱡ̑ ѻ.

וֹ₡ ,Ϯױ͎ ҉ᾐᵣ╪ ҉ᾐ╥ ˿̓ ẋּנѱᾅ╥ Ἓ╙ Όѻ. בֿ‡ל ‡Ԑ
‡ ᵙ ╪Ἢ⁄ ҍ ἌѤ, ̕ᴐӈ ̑˶╙ ὡ ὡ ▓Ѥ ─ ⅝╬╪
ῷѴּתҵ ᶛᵐѻ. ֞Ѥ ͙ὥ♠ ₅ ╪ ‡Ԑ ╪ᵑ ᵣө‡ Ͽּת ᶣ ὡҵ
▓ѻ. ͎מἌ, ͙‰ Ͽ ─ ⅝╬, ṒΌ Ⱡ, ͎ᵙ̆ ẋּנѱᾅ⁄ Ḉ Ѥ
₅ ⁄ אַ︡ ⁴ ᾅᾅᴛ ʻ ─ ╙ ʺ ‒ᵣ ѻ.

OWASP Top 10╥ ╪♣ Ḥ ╪ ʺ◑ ▀ḙ♠╬ ŗ –♩Ř╙ ᾏṊ Ѥҥ
אַ︡ ╛⁄ҵ Ṭ̯ ̆, ͎ө ֞ ─ ⁄ ᵭ ἒ́Ӈ‴ѻ. Top 10 Ͽ
─ ╥ ╪ᵒө╘ ̑˶╥ ┬ , –♩╥ ┬ ╘ ͎˦ө⁄ ╥ ӇѤמ
₅ ╥ ┬ ⁄Ἄ מ┬ ѻ. ʺ◑ ◄ ῼᴎּ̆ת ╬ᾏ╥ ὡר╙ и╪ ҀἛ ὡ
▓Ѥ ╪ᵒ╙ ἐ ѻ.

̃ᶴ

OWASP

ÅOWASP ─ ʺ Ḣḹᴝ

Å─ / ─ ᶛҨᵠ⁄ ҍ ͙Ợ

№ṥᶴ

ÅFAIR ♬Ṓ ─ ᴆ▐√

Åχ ╪ ᴛἵ ─ ᶛҨᵠ
(STRIDE₮ DREAD)

♣‏

̎˳

̎˳˼ᴘ ṏῶ ♣‏ ͖ὢ♅ ₂ ẈּכѮᾂ›
ḅ ѡ ₂

̎˳

₂

₂

■Ợ

͖Ѩ

■Ợ

♣‏

♫

♫

♣‏♫

ṏῶ ♫

⌐ ⅔╩ ̎˳˼ᴘ
╢♣‏

Όᴋּש ♩Ҳ
╢♣‏
קּ ↑╧Ҳ

͖ὢ♅ ₂
ẈּכѮᾂ
› ḅ ѡ
₂

?
ή∑ Вᵙ ῼᴎ︠ ή∑ ᾔʻ

?Ṓ Ṓ Ṓ Ṓ

‡ᴎ∑ ▀ḙ♠╪ּת Ώ╛. ‡ᴎ∑ ḈḈ

„ ᵖ ╧ἧṏῶ⌐Risk

http://www.owasp.org/index.php/Top_10
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Top_10_2007
http://www.owasp.org/index.php/Command_Injection
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Threat_Risk_Modeling
http://www.owasp.org/index.php/Command_Injection
http://fairwiki.riskmanagementinsight.com/
http://fairwiki.riskmanagementinsight.com/
http://fairwiki.riskmanagementinsight.com/
http://fairwiki.riskmanagementinsight.com/
http://fairwiki.riskmanagementinsight.com/
http://fairwiki.riskmanagementinsight.com/
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx
http://msdn.microsoft.com/en-us/library/aa302419.aspx


ωSQL, OS, LDAP ╬ⱡἪ̓ˉ╘╬ⱡἪ˺ ╘ᾐᴧ ὡ′Ѥҥ╪ ʺᶘᴖ‡Ϯֿפ╥‡╥

▀ṨṪ╖ᴛᾬ╬ ᵙ ⁄ṒϿֿפԅḛỸ ѻ.̑˶▫╥Ὸ╥♠╬ҥ╪ Ѥ₉͙ Ώ╘ᶘᴖ

ᾒ ╪Ϯ̾ ′Ѥҥ╪ ⁄♪͐ ҵᴜ╬ ᵙ ᵑἶ▀ὡ▓ѻ.

A1 ς╩♬ἧ

ωXSS ˺ ╘♠♥ ╬╪ϮⱠ ′╪‡ ᵙ ╪Ἢ╪ᾐᴧ ὡ′Ѥҥ╪ ᵑˇ̆, ͎ ˦╙⌠Ẅג↕♇⁄ṒЂ

ԅḛỸ ѻ. XSSѤ̑˶▫ʺ ▫╥Ẅג↕♇Ͽ⁄Ἄᾅ ᵞ ╥ᾒ ╙ ↔ ╖ᴛᾬ, Ợ↔▫╥ἝἪ╙

˞Ϯ, ⌠Ợ╪ ᵑṉⱳ ˞Ϯ, Ὸ╥♠╬Ợ╪ ᴛỢ↔▫ᵑᵙѻ╪ᴇ ὡ▓ѻ.

A2 ς ᴘᾂ

ở╧ ᾂ ᵛ
(XSS)

ω╬ּ̓שἝἪ̕ᵙ₮⁷̕ӈ‡ ᵙ ╪Ἢ͙ѫ╘ꜙꜙ₤ḕᴛ̯ ӇּתΏѤѻ. ͎ ˺̓, ̑ ˶▫ᴛ

⁴͔ѻᵐỢ↔▫╥ῷ╪ҧ ᴛʺ◑ ὡ▓ҵᴜ ᾅ√ӥ, , ἝἪ ́ᵑ─ ᴠ˭

˞Ϯ, ̯ ӈѻᵐ˺ ө╙Ὸ↔ ὡ▓ҵᴜ ↔ ѻ.

A3 ς ‏

Ἒἧ̒ᵖ̐צּ╩

ωֹו♪ˍ ⱳѤ ▀, Ӱᴇ ᵙ, ҥ╪ ḽ╪ᾅ ₮ˉ╪ϿṨ♠╖ᴛ̯ ӈˍ ⁄ҍ ˌḛ▫ʺ

ⱳᵑЯ ԅḛỸ ѻ.♪͐ Ⱡ⁄╥ ╬╪ϮѻᵐṒ ʺ′ѻᶔ, ̑ ˶▫Ѥ╪ ⱳᵑ̾

′Ѥҥ╪ ⁄♪͐ ͙─ ⱳ▬ ὡ▓ѻ.

A4 ςῶ♆ קּ

Ὸ╕ּר♥

ˊ Ɑ

ωCSRF ̑˶╘ᴛ͎₣ӈ ▫╥Ẅג↕♇ʺ – ⌠‡ ᵙ ╪Ἢ⁄ ▫╥ἝἪ ₮‡Ԑѻᵐ▫ҿ╖ᴛ

ӈ╬ּש♬Ṓᵑˇ̆ṉⱳӈHTTP ⅝ ╙ṒϿҵᴜˆⱠ ѻ.╪˦╘̑˶▫ʺ ▫╥Ẅג↕♇ᴛ ⁴͔

– ‡ ᵙ ╪Ἢ╪ ▫ᴛṨ ╥♬҉ ⅝ ̆ג╪ ʻ ˭ᵣӥѤ⅝ ө╙ỸἛ ҵᴜˆⱠ Ѥ˦╙

↔ ѻ.

A5 ς ᴘᾂ

ở╧ ⅔ ṆⱭ
(CSRF)

ω ᵍ ṒΌ╘‡ ᵙ ╪Ἢ, ᴆ▐√ , ‡ ᵙ ╪ἪἌḲ, ⌠ἌḲ, ҥ╪ ḽ╪ᾅἌḲ₮ פ ⁄ҍ ṒΌ

̯Ἓ╪♬╥Ӈ̆♠↔ ͙ᵑ⅝̯ ѻ. ҍṨṪ╪ṒΌ╙͙ṕ♠╖ᴛ ◓ӇּתΏ͙ԅᶷ⁄╪ᶛӧἒ♬╘

♬╥Ӈ̆, ̯ Ӈ̆, ┬ּתӇ‡‒ᵣ ѻ. ╪˦╘‡ ᵙ ╪Ἢ⁄ἌỢ↔ӇѤᶛӧ ӥג╪Ẅױᵙᵑ ⁴

ᶛӧἵ ≢‡ʺ ᾐ╥Ữ ᵑ┬ּת Ѥ˦╙ ѻ.

A6 ςṏῶừ

▲ᶠӅ̬Ἐ

ωu ╘⌠‡ ᵙ ╪Ἢө╪♠♥   Ϯ ήᵑˇ̆ᾐ↔ ӥḴ ḊӮᴜḴל , , ͎ ᵙ̆╬ּש

ᾐᴧ♬Ṓ₮ˉ╘Ḋˁ ҥ╪ ᵑ♠♥ Ṓ ̑ .ΏѤѻתּ ˶▫Ѥῷ╪ҧ ҵϱ, ᾐ↔ ӥỢ͙, 

֞ѤѻᵐḸꞌᵑ♇ּתᵎ͙─ ͎ᴅ˭– ˭Ṓ ӈҥ╪ ᵑ ˞Ϯ ⱳ▬ .ᶛᵐѻתּ

A7 ςῶ♆ קּ

Ὸ╕´ ♄◌

ωu ╘⌠‡ ᵙ ╪Ἢө╪Ṓ ӈᵠ ϮḲ ╙ ͙♣⁄ URL ♪͐̾ ╙ ╬ ѻ. ͎  ,Ϯױ

‡ ᵙ ╪Ἢ╘╪ ө╪♪͐ӉԅᵡѻᵰḴ┬Ợתּ╪ ♪͐ Ⱡ ╬╪ ⅝ ѻ. ̑ ˶▫Ѥ╪

ˁ בֿ ͐♪⁄תּ╪ ͙─ URL╙ṉⱳᾎ ὡ▓ѻ.

A8 ςURL ♥͍

♫ ᾏ

ω‡ ᵙ ╪Ἢ╘ꜙꜙḊˁ Л √ מ   ,שּ╬╥ , ͎ ᵙ̆ẋḌἛ̓ᶴ˺Ἓ╙Ṓ Ѥҥ

ᾒ ѻ.ᾒ ԅ⁄Ѥҍ ᴛ– ῼ̆ᵙּצ╙Ợ↔ ˞Ϯ, r ᴮӇ˞Ϯ┬ Ἄᵑשּ╬╘Ώתּ

Ợ↔ ˞Ϯ֞Ѥ͎˦ө╙₤ḕᴛỢ↔ .Ώ╙ԅ╪ѻתּ

A9 ςṩ ṧ

♆Ἳ˾ ṏ

ω⌠‡ ᵙ ╪Ἢ╘ꜙꜙỢ↔▫ө╙ѻᵐ ᴛᵙѻ╪ᴇתּ╪ ˞Ϯ √ӥ ѻ. ͎ Ϯ, cױ ♠ ᵑתּ╪

˺♬ ͙─ ᾐᴧӇּתΏѤҥ╪ ᵑỢ↔ ѻ.♠♥ ╬╪′ѻᶔ, ̑ ˶▫Ѥ ▫ᵑ ᾗỢ╪ Ϯ

Ὸ╥♠╬Ợ╪ ᴛᵙѻ╪ᴇ ὡ▓̆, √ӥᵑ̾ ′Ѥ ─╙͐♪╥תּ╪ Ợ↔ ὡ▓ѻ.

A10 ςl קӄּצּ

Ὸ╕ᵖѸ╧ᴄ ₫

−Ӣ

OWASP Top 10 „ ᵖ ╧ἧ
ṏῶ⌐ ς2010 T10


